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OK Ruben, but what about AI?

=" Microsoft

Google

Three Mile Island nuclear reactor to
restart to power Microsoft Al operations

Google to buy nuclear power for Al
datacentres in ‘world first’ deal

Amazon goes nuclear, to invest more

dMAZO0N than $500 million to develop small

modaular reactors




-_ A Practical Analysis of

Cyber-Physical Attacks Against
Nuclear Reactors.
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Intro to Nuclear Physics And Nuclear
Engineering

Actors and Motivations

Digital Instrumentation & Control System

 Framatome’s Teleperm XS (Safety)
Cyber-Physical Attacks
« Characterization
« Implementation
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What is this talk about?

Hypothetical cyber-physical attacks targeting the safety systems of NPPs

INFORMATION EDUCATION NO FUD, NO DRAMA




Beznau

WHAT ABOUT
SWITZERLAND?

The RPS at GOosgen and Beznau is
iImplemented using Teleperm XS.




Motivations

- Potential for causing, through cyber means, widespread
societal disruption, inflicting economic or military

damage.

« The motivation to undertake such a massive effort needs to be
proportional to the ability of its authors to deal with, or assume,
the implications of this first-of-its-kind operation.



The Rankine Cycle Nuclear Power Plant

Conventional Island

Nuclear Island
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Level 2

Level 3

Level 4

Provisions for Level 1 of
defence in depth

Initiating events

v

Provisions for Level 2 of
defence in depth

Design basis accidents

v

Provisions for Level 3 of
defence in depth

YyVvYy

Beyond design basis accidents/
severe accidents

v

Provisions for Level 4 of
defence in depth

Objective:
Prevention of abnormal
operation and failures

Success:
Normal operation

Objective: Control of
abnormal operation
and detection of failures

Success: Return to
normal operation

after recovery from failure.
Prevention of progress of
AOOs

Objective:

Control of accidents
(below the severity level
postulated within

the design basis)

Success: Accident
consequences limited
within the design basis

Objective: Control of severe
plant conditions, including
prevention of accident
progression and mitigation
of the consequences

of severe accidents

Success: Containment
integrity preserved

Signif ioact
releases

v

Fundamental safety functions
successfully performed

Limited accidental
radioactive releases

Provisions for Level 5 of
defence in depth

Defense in Depth and Diversity (D3)

Parameter

’ Protection

Time

Digital Instrumentation and Control Systems



TELEPERM XS

RPS / ESFAS

Main Line of Defense
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Teleperm XS
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Operation and
Monitoring

Communication

Automation

Process

Standby Control Room (SCR)

Safety Information and

i

Control System

TXS-MI

Message

Interface

Protection

System
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Service Units
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Safety Information and
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TXS - Functional units

i
. Safety | Non-Safety >

Plant network

Ethernet
Profibus

Inter-module/Backplane




Reactor Protection
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SERVICE UNIT

Primary Target

COTS computer running SUSE Linux
Diagnosis.

Bi-directional communication with the MSI
Monitoring the system functional status.

e Performing periodic tests of the system (e.g.
triggering specific actuation sequences).
e Modifying the changeable software
parameters (e.g. setpoints).

e Loading new software.

Remote, Malware-based attack.
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TRISIS

NO HARDWARE
INTERLOCKS

TRICON




Teleperm XS

Operation Modes

A W N =

. Operation (Running logic)
. Parameterization (Running logic)
. Test (No Logic)

. Diagnosis (No Logic)

-Install new firmware / applications
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Service Unit Command
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1. Attackers’ implant is positioned as an ‘alternative’ Service Unit
» It waits for “Change Parameters Enable” permissive (interlock)

2. ldeally the gateway may have also been compromised
It allows the attackers to control the information the
operators receive.

3. The MSI (main unit), by design, enables a logical bi-directional
communication between the SU’s implant and the safety network.

4. The APUs (Acquisition and Processing Unit) are plausibly
compromised

5. The ALUs (Actuation Logic Unit) are plausibly
compromised

« Manual Controls that do not bypass the digital PS
« Manual Controls that bypass the digital PS

« Priority




Small Loss Of Coolant Accident (SLOCA) via Pressurizer’s
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Simulating the Cyber-Physical Attack

Press RCS [bar)

Temp Peak fuel [*C)
Temp RCS average (*C)
e Wi 0f RCS (%)

1. Two PSRVs stuck open

= W B =

2. Inhibit Safety Injection and Residual
Heat Removal systems 1%

3. Coolant is continuously vented
through the PSRVs (SLOCA)

4. Core uncovered after 49 minutes.

5. Core melt
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0 1000 2000 3000
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Education and transparency are vital tools to
dispel myths and foster a greater public
understanding of nuclear technology

(including cyber).

Small Modular Reactors (SMRs) will be

assets to protect in the near future.

Conclusions

Nuclear Power Plants are complex, but

valuable targets during (or in preparation

N

for) armed conflicts or profound geopolitical

confrontations.

We must be prepared to identify potential

A cyber-related nuclear incidents. (e.g. Radiation
Spikes - Chernobyl Exclusion Zone'22)
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