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This is how some lawyers feel about AI ...
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This is how some lawyers feel about Al
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Typical reactions from "legal” ...

"This Al project idea of yours will have to wait."

"We are not yet allowed to use this with personal data."

"There are still too many unresolved legal issues.”

"Are we sure that there is no bias?"

"We do not yet have the necessary provider contracts.”

"Are we sure that the model has not been trained illegally?"
"Can you explain how exactly the AI comes up with this result?"

"Can you ensure that the chatbot cannot be abused and does
not make any wrong statements?”

"The output can infringe third-party rights."

David Rosenthal
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Three things to do

+ Get aligned and bridge the gaps

« Educate your lawyers about Al
« Educate yourself about the law
« Accept that some aspects remain unclear

« Help build a risk-based approach

» Establish risk categories
« Establish risk mitigation measures
« Establish risk assessments

 Invest in proper governance

« Even if it worked well in the past without it ...

David Rosenthal
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Educate your lawyers about Al

How and why a large language model can know the "birthday" of a (public) person
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How does a large language
model work and what is
really stored in it?
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Does a large language model
contain personal data?
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Educate your lawyers about Al

 They have no clear understanding of what Al is
« Is it a copying machine since OCR is based on a neural network?

« As per the EU AI Act "a machine-based system that is designed
to operate with varying levels of autonomy and that may exhibit
adaptiveness after deployment, and that, for explicit or implicit |
objectives, infers, from the input it receives, how to generate
outputs such as predictions, content, recommendations, or
decisions that can influence physical or virtual environments"

« The only practically relevant element is "autonomy"

« In simple terms: An IT system that has been trained on /\A/\ GO
how to decide, not only using programmed logic ...

« But to which applications in your company does this apply?

David Rosenthal 7
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Educate your lawyers about Al

. Are .
Six ways to attack an Al system pr)e/g::e'zlfieligcations
em?

g o £ 4 % X

Poisoning Trojan Prompt Sponge Model & Deception
Horse Injection DEIER T

Vith this form

in arti

e, e e g seme Have you discussed security
Aty e et St damage  system. Ui Kl te :  objects iSSueS W|th your |aWyerS?

Attackers can introduce actions, like revealing tackers > by details from the Al's
when they sensitive data or the crafting inputs that are r One methe

tra c obtain them from open secret "syster hard to process, by testing the

mislabeling images or sources or buy them pr s"of a causing the Al to use system with real data stickers on a

blased information, or Once the: ed ex e energy or mine whether it may even be invisible I he ma have a
embed hidden triggers models are used safety controls, or eve memory. Such harmful e to a human to cause

that cause the Al to act hidden malicious code input may be included certainty, indicating the Al into incorrectly

may be activi Sy process a model during the that it has already seen assess the object. This - d d . f h
il he ou taining phase, making HOHA By Ay e Yeoek vt misun erstan |ng (o) t e

manipulation can occur acting like a trojan N
intentionally by bad horse and using, for : from the start, ¢ "white-box" at

e Sanbe " caniend tooams aremitoree o real issues in your use cases

face recognition. In a
t

P h ided in p an its log ic

vischerlnk.com/30PTpaA

Author: David x - rights ion purpo y .com/ai-attacks

David Rosenthal



VISCHER

Educate yourself about the law

The usual stuff when
dealing with personal
data - make sure
you keep control of
it, in particular when
using third-party
providers

This is critical - to
whom do you
disclose highly
confidential
customer data?

Checklist: 18 Key AI Compliance Issues

Al = any system that produces output on the basis of training instead of only programming

Data Protection

+ Do we have a proper contract when using a .
provider (e.g., a DPA, EU SCC, no own use of
our data)? .
Do we tell people about the purposes for which
we use their data or create data about them?
Do we have measures in place if the Al produces
wrong or otherwise improper data about them?
When an AI makes important decisions about
them, can they have it reviewed by a person?
Is our AI protected against misuse, attacks and
other security issues, in particular if we allow
third parties to use it (e.g., chatbot)?
Can we honor access and correction requests?
Have we done a risk assessment (incl. DPIA)?

Contractual Commitments, Secrecy .

« Do we comply with our secrecy obligations (e.g.,
when using providers, data leakage prevention)?

« Do any of our contracts prohibit our intended use
case (e.g., NDA that also restricts use of data)?

Go to v
scher,
resources on he | €OM/ai for frea

risk manga
N0 registration requv;’e%e)mem

Third-Party Content Protection

Do we feed third-party content to Al systems only
where our licenses or "fair use" rules permit it?
Do we avoid generating content that resembles
pre-existing content of third parties?

EU AI Act (not yet in force)

Do we make sure we are either not subject to the
Al Act or what we do is not a prohibited practice
and, if possible, also not a "high risk" Al system
(and do we otherwise deal with it properly)?

Where an AI creates deep fakes or interacts with
or watches people, are they made aware of this?

Other (also ethical) Aspects

Do we avoid discrimination when using AI?

Do humans (really) keep control over the use of AI?
Does our Al generate output we can justify/explain?
Do we tell people how we use Al where it may be
unexpected and allow them to opt-in or opt-out?

Do we have adequate testing, monitoring and risk
management of AI?

s:
Al 9overnance g SUes below ang on

vischerlnk.com/ai-
compliance-short

Copyright is often
not an issue when
using common sense

Al Act is focused on
product safety for
higher risk use cases

Other stuff that you
will be asked to
provide answers to

David Rosenthal
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asked your AI for the answer, it

said 42. Then you asked another

AI to check, it also said 42. Now

tell me, is the answer really right
or is it just "explainable"?

Accept that for some questions,
there are no clear, established
answers ...

Example: Explainability

David Rosenthal
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Help building a risk-based approach

« It's primarily about risk management

« Do not expect or go for full compliance with
all laws

Step 1:

woN Ul v

1.01

1.02

1.03

1.04

Are the Al risks of your application insignificant ?

This is the case if one of these questions is answered with yes:

An approved tool with Al is used for executing a narrow, subordinate and schematic task and has proven to be
reliable in doing so (we fully trust it)

Employees use an approved tool with Al that supports them in their personal daily tasks where its failure to do
so correctly at worst results in their own personal loss of efficiency they are ready to, and will, deal with (no
impact on others)

An approved tool with Al is used for simulations, analyses and tests that can have no impact on real
processes, systems or others and involve neither personal data, nor third party content nor secrets (except : v ) v R L e
with the consent of these affected third parties) : : :
A tool with Al is only used for testing whether it can fulfill an envisaged task, it is not provided with personal
data, third-party content or secrets, is operated securely, and the output is kept confidential and not in any
way used in the "real world" or only in parallel to productive systems and not relied upon.

vischerlnk.com/gaira
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Help building a risk-based approach

« Know the "legal" triggers

« Biometrics, emotions, employees
« (Sensitive) personal data

« Professional and company secrets
« Copyrighted content

« (Semi-)automated key decisions
« Third-party service providers

« Serving third parties with Al

« Try to establish "sandboxes" for
Al testing and experimenting

« Come up with risk mitigation il Apn i
measures on your own

David Rosenthal 12
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Push for proper governance

* Five steps to take

Set forth the responsibilities and procedures in relation to Al
Set forth the substantive rules to apply when using of Al

Train for safe, legal and responsible use of AI, and provide for Al
literacy - up to the board

Map and track your use of Al — and assess it
Include Al in your risk management, include all stakeholders

* Good governance is half the battle

Document what was considered by whom and reason decisions

« The business decides - lawyers ("2"d line") only advise

David Rosenthal
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Get them involved early on
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Thank you for your attention!

Questions: david.rosenthal@vischer.com

Ziirich Basel Genf

Schutzengasse 1 Aeschenvorstadt 4 Rue du Cloitre 2-4
Postfach _ ) Postfach Postfach

8021 Zurich, Schweiz 4010 Basel, Schweiz 1211 Genf 3, Schweiz
T +4158 211 34 00 T +41 58 211 33 00 T +41 58 211 35 00

www.vischer.com




